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Challenges and good practices to prevent the misuse of
Apps and App stores for IP infringing activities

Antoine Aubert — EUIPO Observatory
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APP IS THE NEW WEBSITE

Availability
of Apps

$171 5 hours 257
In figures billion per day billion 489,000
(2023)

Consumer spend Average time Number of new Downloads per
on apps spent on Apps apps downloaded minute

HDMI
dongles

Mobile
devices

Gaming
consoles
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APPS ECOSYSTEM

== DIFFERENT CATEGORIES OF APPS

Apps and App Stores

-------------------------- @i\ MEDIAAPPS
CATEGORIES
OF APPS SOCIAL MEDIA APPS
.......................... COMMUNICATION APPS

UTILITY APPS
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Apps and App Stores

SOURCE OF APPS

APP STORES

OPERATING
SYSTEM

DOWLOADING OF
APPS THROUGH
APP STORES
THIRD-PARTY
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SIDELOADING

APPS
DOWNLOADED
AND INSTALLED
OUTSIDE OF APP
STORES
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USES OF APPS IN THE CONTEXT OF IP INFRINGING ACTIVITIES

IP PROTECTED PARTS OF SUCCESSFUL APPS
BEING ILLEGALLY COPIED OR REPLICATED

Infringement of the IP rights on a legitimate Apps

PIRATED COPIES OF LEGITIMATE APPS OFTEN
DISTRIBUTED OUTSIDE MAIN APP STORES

APP SQUATTING WITH THE INTENT TO
CONFUSE AND MISLEAD USERS

Infringement of third-party IP rights through Apps

APPS DEDICATED TO IP INFRINGING ACTIVITIES

DUAL PURPOSES APPS USED FOR BOTH
LEGITIMATE AND INFRINGING PURPOSES

APPS SUPPORTING MARKETING AND
PAYMENT FOR PRODUCT AND SERVICES

Legitimate Apps supporting IP infringing activities

PRIVATE COMMUNICATION AND MESSAGING
APPS
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TECHNIQUES USED BY IP INFRINGERS

EVADE DETECTION

ES

Get users to install IP infringing Apps outside an App
Store

Fake confirmation letters

EVADE ENFORCEMENT -

Use of integrated VPN

Use of bullet proof hosting services

—
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CHALLENGES TO PREVENT MISUUSES OF APPS FOR IP INFRINGING ACTIVITIES

Multiplication of App Stores

MONITORING

Apps installed outside of App Stores

Dependent on functionality and information about the App
DETECTION

ENFORCEMENT Different approaches depending on the source of App
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GOOD PRACTICES

PREVENTIVE
AGREEMENTS
AND REVIEW
POLICIES PROCESS
NOTICE AND AUTOMATED COOPERATION
ACTION ALERTS TO WITH

MECHANISMS USERS INTERMEDIARIES

REACTIVE
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